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Digital Preservation: What is it?

Digital information innervates modern civilization.

Yet digital information is extremely vulnerable. A huge amount of precious digital information created and
stored all over the world becomes inaccessible every few years at a very fast pace. Moreover, paper
documentation is more and more converted in electronic format, and that characterises the transaction to
the e-only. Those electronic resources need to be preserved and maintained since their availability has
to be guaranteed for the future.

Those reasons justify the need for the acquisition, preservation and maintenance of digital resources, in
order to assure that the contained information may be always accessible and usable.

There are a lot of available solutions, methods and software for the registration and storage of the
electronic resources. But, though there is a more and more growing interest and attention for those
concerns, it is difficult task to guarantee the preservation because of the continue evolution of formats
and the growing amount of information data to be stored.

Think of losing official records, a museum archive, irreplaceable scientific data, or even a collection of
family photos, and we realize digital preservation is affecting us all.

Just to remark and analyse how and where digital preservation could impact important electronic
resources, three different domains and cases are identified.

Cultural Domain

Conservation experts
uses a large and various
amount of data necessary
to document, visualise
and model heritage sites

Artistic Domain

Contemporary and performing arts are created by using evolving software and instruments

Scientific Domain

Each Earth Observation
mission adopts different
satellite, technology,
sensor, data processing,
software, format data.
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Digital Preservation Issues

1.

How To guarantee a digital information may be accessed and understood in the future
2. How To guarantee a proper information package management within and OAIS Archive

3. How To guarantee long-time preservation maintenance of any information package

How To guarantee retrieval of Archival Information
How To guarantee intellegibility within heterogeneous Designated Communities and their digital

information

How To guarantee preservation actors are informed about change events
How To guarantee an adequate security access with the proper rights to any resource and functionality

within an OAIS Archive
How To guarantee an adequate integrity and identity for any Archival Information
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& OAIS: An ISO Standard for Archives

The OAIS Reference Model is an ISO standard (1SO:14721:2003) and defines a common framework in
order to analyse and describe concepts and terminology for Digital Archives. The major aim of OAIS
Reference Model is to facilitate a much wider understanding of what is required to preserve information for

the long term.
What does it mean “ long-term preservation of digital preservation "?

Long term is long enough to be concerned about changing technologies, not just bit preservation.

The key concepts of the Reference Model are:

The Content Information and its Data
Object which need to be preserved

The Representation Information  which
allows to interpret the Data Object

The Preservation Description
Information which  describes the
Content Information and is needed for

long-term preservation Figure 1 — OAIS Information Package detail

The Information Package which
represents the element managed by the
OAIS digital archive (i.e. ingested, stored,
preserved and accessed).

D The Producer submits Submission
Information Package (SIP) to the
OAIS Archive through the Ingest
which  produces the Archival
Information Package (AIP);

Figure 2 — OAIS Representation Information detail E The Archive stores and guarantees
the AIP long term preservation;

F The Consumer accesses the Archive through the Access, by submitting queries and orders.
The Access returns result sets and the preserved information as Dissemination Archival

Information (DIP);

The Designated Community and its Knowledge Base which describe the group of persons
interested to the preservation of the content information and their knowledge background required
for understanding the content information itself (i.e. what a community is assumed to know).
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In order to deal with those key concepts and
manage the information packages, OAIS defines a
Functional Model by identifying 6 macro functional

components:

1. Ingest — to accept and validate input (SIP)
and prepare for storage and management
(AIP);

2. Data Management - to populate, maintain
and query wide variety of Descriptive
Information;

3. Archival Storage - for storage and retrieval . .
of AIP and component data objects; Figure 3 - OAIS Functional Model

4. Access - to support consumer in determining
existence, description, location and availability of information of interest;

5. Preservation Planning — to monitor for changes that could impact ability to preserve and maintain
archival information. It maps out preservation strategy, as well as recommends appropriate revisions
to this strategy in response to evolving conditions;

6. Administration — manages all the Archive activities.
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Preservation Step-by-Step
tent object,

my

The most important question that a digital preserver could rise is
“What do | have to do for preserving my digital con
and guarantee it could be used and understood in t

First of all, preserving a digital content object means that:

The above activity 1 is what OAIS calls as “Ingestion ”, and it's composed by the following steps:
L

The digital content object to be

preserve is selected.
Semantic and structure information is created in order
Information understandable,

Ingestion Steps

_—

to make the Content
usable and intelligible.

Among others, creation history, property rights and
authenticity information.
_—

The information is created in order to enable search
_—

and retrieve of the AIP.

A package to be preserved is created, which includes
the Content Information, as well as (physically or
—

logically) the PDI and the Replnfo.

In this perspective, an OAIS-compliant digital archive system should provide features for supporting those

0

ingestion steps.
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After the ingestion, the digital content information may be available for using and understanding it. In this
case, the internal package of the digital archive system has to provide a “usable and understandable”
information to the consumer which requests it. And so:

2. the digital content object has to be “found” within the digital archive, through its descriptive information
and “checked” for any restricting access right policy. After that, processed information is “prepared” and
“packed” in a proper way to be “accessed” from the digital archive system and made available for its
intellegibilty at the consumer, taking into account the consumer knowledge profile.

The above activity 2 is what OAIS calls as “Access”, and it's composed by the following steps:

Access Steps

N . o
al Retrieval of AIP by A query can be done on the basis of the descriptive
Descriptive Information information stored

J
— * A

[ al Check of access rights Access control policies, if any, are verified

: L .

[ Processing of Repinfo The information to be returned to the user is processed
by DC (Designated Community) on the basis of his/her own knowledge
profile of requester )
= . d Y\ A package is returned to the user containing content,
= (_:reatlon an Replinfo and PDI (creation history, authenticity, property
submission of DIP rights, etc...)

) ghts, etc...

g f oth Y\ Additional Replinfo can be requested, if necessary, in
Request of other order to better understand the content. In that case, it

Repinfo ) means that DC profile of consumer need to be updated.

Ingestion and Access represent the only two activities which involve producer and consumer of the digital
content object and allow their interaction with the digital archive system. But, a part that, neither Ingestion
and Access characterise the digital archive system as a “long term preservation system”.
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What, instead, extends the usual digital archive systems and promotes them as “preservers” is the third
activity:

3. the digital content object within the digital archive needs to be maintained in order to be accessed, used
and understood for whatever changes during its long-term lifecycle. And that implies that any impacting
change in the real world (e.g. data format, description and representation, knowledge profile of
designated community, relative handling software, etc.) needs to be identified and notified to the
responsible of preservation in order to take into account the proper corrective actions(e.g.
transformation, refreshment, migration, etc.), according to defined preservation plans.

The above activity 3 is what OAIS calls as “Preservation”, and it's composed by the following steps:

Preservation Steps

After a change in software, knowledge or environment has
been detected, and its implications too, a notification is
a Notification of changes dispatched to the subscribed expert which is identified as
in the real world able to address the issue

The identified part of system, after the natification of
change, performs corrective actions (e.g. Add further or
Update Replinfo, Update Content Information through
migration or transformation, Update DC Profile, etc.)
according to the defined preservation plans. A preservation
plan could be refined or created too, for addressing
unplanned changes..

p— | .
a Perform corrective
action according to the
preservation plan

l Changes are registered in the PDI in order to guarantee
[ al Undate AIP and PDI ] integrity and identity (i.e. authenticity of digital content
information) and a new package is created.

Performing the corrective action, according to the preservation plan is a crucial activity which could impact on
the usability and intelligibility of the digital information to be preserved. So, it's important, for carrying out the
corrective action in the right way, to have a preliminary acceptance and formal description of the process and
how it can potentially corrupt the digital information.

Figure 4 — Applying metrics for validation of corrective process
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OAIS and The CASPAR Approach

my

Figure 5 — CASPAR Architecture Overview

Based on the OAIS Reference and Functional Models, CASPAR Foundation Team has defined the basic
infrastructure for providing digital preservation services, called the CASPAR Foundation which is composed
by 12 Key Components built on top of a service oriented Framework. And the CASPAR Framework
guarantees portability and interoperability (i.e. compliance to WS-I open standard) with existing systems and

platforms.

As shown in the above picture, the CASPAR Foundation provides OAIS-compliant services with many
features for supporting Data Producer and Consumer in their preservation activities. From an overall point of
view, it is possible to group the features and components together in 6 main facade blocks:

Information Package Management

Information Access

Designated Community and Knowledge Management
Communication Management

Security Management

Provenance Management

ouprwNE
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Figure 6 — CASPAR Information Package Management

As shown in the Figure 6, the block supports Data Producers in the following main steps :

1. Ingest Content Information
2. Create Information Package, by adding also
a. Representation Information
b. Descriptive Information
c. Preservation Description Information
3. Check Information Package
4. Store Information Package for long term

Those features are defined in three OAIS functional blocks: Ingest, Data Management and Archival Storage.
The main component of the Information Package Management is the CASPAR Packaging which cooperates
together with i)Representation Information Toolkit, ii) Representation Information Registry, iii) Virtualisation,
iv) Preservation DataStores, v) Finding Manager.
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Figure 7 — CASPAR Information Access

As shown in the Figure 7, the block supports Data Consumers in the following main steps :

1. Search Content Information;

2. Obtain Information Package and relative Contents and Descriptions, also by considering the
Designated Community Profile of the Consumer.

Those features are defined in three OAIS functional blocks: Access, Data Management and Archival
Storage.

The main component of the Information Access is the CASPAR Finding Manager which cooperates together
with i)Knowledge Manager, ii) Packaging, iii) Preservation DataStores.
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Figure 8 — CASPAR Provenance Management

As shown in the Figure 8, the blocks support actors in the following main steps :

Deal with Designated Community Profile and its own Knowledge Base;
Identify and Provide Knowledge Gap for understanding a Content Information;

Deal with Digital Rights;
Guarantee Authenticity.

PODNMPE

Those features are defined in three OAIS functional blocks: Preservation Planning, Data Management and
Access.

The main components of the Designated Community, Knowledge and Provenance Management are the
CASPAR Knowledge Manager and Authenticity Manager which cooperate together with i) Digital Rights
Manager , ii) Preservation DataStores, iii) Packaging.
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Figure 9 - CASPAR Communication Management

As shown in the Figure 9, the block supports Data Preservers and Curators in the following main steps :

1. Notify and Alert for Change Event impacting long term preservation;
2. Trigger Preservation Process.

Those features are defined in two OAIS functional blocks: Preservation Planning and Administration.

The main component of the Communication Management is the CASPAR Preservation Orchestration
Manager which cooperates together with i)Knowledge Manager, ii) Authenticity Manager, iii) Representation
Information Registry.
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Figure 10 - CASPAR Security Management

As shown in the Figure 10, the block supports actors in the following main steps :

1. Deal with User Account, Role and Profile;
2. Deal with Content Access Permissions;

3. Deal with Digital Rights;
4. Guarantee Authenticity.

Those features are defined in three OAIS functional blocks: Preservation Planning, Data Management and

Administration.

The main component of the Security Management is the CASPAR Data Access Manager and Security which

cooperates together with i)Digital Rights Manager, ii) Authenticity Manager.

0
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CASPAR Answers to Digital Preservation Issues

iy

CASPAR ANSWERS CASPAR KEY COMPONENTS

1. To guarantee a digital information may be
accessed and understood in the future, you need
an adequate OAIS Representation Information

2 |
@il

2. To guarantee a proper information package
management within and OAIS Archive, you need
to create an adequate OAIS Information
Package

I
|

{

3. To guarantee long-time preservation
maintenance of any information package, you
need an implementation of OAIS Archival
Storage

4. To guarantee retrieval of Archival Information,
you need an OAIS Finding Aids

5. To guarantee intelligibility within heterogeneous
Designated Communities and their digital
information, you need to manage Designated
Community Profiles and their Knowledge
Base

6. To guarantee preservation actors are informed u
about change events, you need an adequate 'S lﬂ‘
management of message exchange \ YV

) ) DAMS DRM
7. To guarantee an adequate security access with

the proper rights to any resource and r}; N
functionality within an OAIS Archive, you need a / sl /
Security and DRM Management
AUTHENTICITY
8. To guarantee an adequate integrity and identity
for any Archival Information, you need an

Authenticity Tool g

!
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Question to Dr. David Giaretta:

"Who can certify the CASPAR Architecture and implem ented Key Components are really OAIS
compliant?"

In answer to that question I'd say the following.

The key components are not OAIS certifiable (although see the discussion at the end) because OAIS is
about archives. What we can say is that if an archive adopts the CASPAR approach then they will be much
closer to OAIS conformance.

OAIS defines conformance as follows:

"A conforming OAIS archive implementation shall support the model of information described in 2.2. The
OAIS Reference Model does not define or require any particular method of implementation of these
concepts. A conforming OAIS archive shall fulfil the responsibilities listed in 3.1."

So OAIS conformance for a repository is defined in terms of adherence to the Information Model and the
mandatory responsibilities. The latter are outside the remit of CASPAR - being dependent on the repository
itself i.e. we cannot force it to negotiate with producers, and indeed we have purposely not said much about
ingest from the producer.

However CASPAR is fully conformant with the OAIS Information Model, supporting
- Representation Information and Designated Community

- Preservation Description Information

- Information Packaging

Therefore CASPAR, and repositories which use CASPAR, will be conformant to that aspect of OAIS.

Returning to whether key components are themselves archives — as discussed in the Conceptual Model - the
Representation Registry, for example, is a special type of archive and could, in principle, be certified.

The certification process for an archive will be available soon | hope - sometime next year. The draft for the
certification metrics (see http://wiki.digitalrepositoryauditandcertification.org ) is in the review system - ['ll

probably have the results of that review early next year. In the mean time we'll be doing my best to put the
organisation and procedures in place.
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& The CASPAR Added value on the Digital Preservation

State of the Art
The CASPAR approach has advanced the state of the art on the Digital Preservation by enhancing and
extending the OAIS 1S0:14721:2003 standard, and this is the most important strength. More, by using the
OAIS RM, CASPAR has identified and specified a framework and key components which could be applied in
the digital preservation process and represent a valuable outcome to be reused in terms of best practices,
patterns, methodologies and references in the domain. In a certain way, it may be reasonably asserted that
CASPAR has added an intermediate step between the abstract conceptual model provided by OAIS and the

real concrete digital preservation world.

For further details, keep in touch with
@ the Digital Preservation Services Community on Sourceforge

http://sourceforge.net/projects/digitalpreserve/

& and the relative group.
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